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Introduction

The Administrator’s Guide developed by MAPILab contains all necessary information
about installation and configuration of MAPILab Search for Exchange. Please read the
entire Guide thoroughly before performing Product installation.

The Guide consists of the following chapters:

- Chapter 1. Introduces basic Product features.

- Chapter 2. Gives the summary of Product architecture and allows to choose
deployment type that suits your Company’s needs.

- Chapter 3. Introduces the system requirements of the Product and allows to
prepare computers for the Product installation, having installed required
applications and components of the operating system.

- Chapter 4. Contains the data you can use while performing Product
installation, as well as the necessary information about the initial Product
configuration

- Chapter 5. This Chapter provides instructions on how to create and perform
search queries.

- Chapter 6. Contains the data on Product licensing.

- Chapter 7. Contains basic information necessary to diagnose Product failures.



1. Product Overview

MAPILab Search for Exchange is a software product designed for searching
elements in users' mailbox databases with the help of graphic instruments.

Basic Product features:

MAPILab Search for Exchange searches for elements (messages, attached files) in
email server stores according to the criteria, specified by the administrator.

MAPILab Search for Exchange is an agentless product requiring no installation of any
components on the mail server.

MAPILab Search for Exchange is an MMC snap-in with the interface administrators are
familiar with.

Flexible search criteria supported by MAPILab Search for Exchange allow you to
quickly find required items in all mailbox databases.

MAPILab Search for Exchange is a mass product, requiring no special skills necessary
to install and deploy it. The Product deployment is easy and safe, and takes only a few
minutes.



2. Product Architecture and Basic Terms

The Product consists of MMC snap-in only. This MMC snap-in can be installed on any
workstation or server requiring no components to be installed on mail servers.

Product architecture and licensing scheme make it possible for you to install the
necessary humber of Product copies on administrators’ workstations or servers.



3. System Requirements

3.1. Minimal System Requirements

System requirements for MAPILab Search for Exchange Agent are defined by
Microsoft Management Console 3.0 and are as follows:

Supported Operating Systems:

Microsoft Windows Server 2003 with SP1 or higher;
Windows Server 2003 R2;
Windows Server 2008;
Windows Server 2008 R2;
Windows Server 2012;
Windows Server 2016;
Windows XP with SP2 or higher;
Windows Vista;

Windows 7;

Windows 8;

Windows 10.

Product is also compatible with the following operating systems:

Microsoft Small Business Server with SP1 or higher;
Windows Small Business Server 2003 R2;

Windows Small Business Server 2008;

Windows Essential Business Server 2008;

Windows Small Business Server 2011.

32-bit and 64-bit versions of the abovementioned systems are supported.

The following applications and components are required before performing
installation of MAPILab Search for Exchange:

Microsoft .NET Framework v3.5 SP1 or higher is the component of
Microsoft Windows Server 2012/2008R2/2008 and Microsoft Windows
10/8/7/Vista. In case of other operating systems the platform can be
downloaded from the Microsoft download center.

Windows Installer 4.5 or higher is the application installation and
configuration service for Windows. For Windows Server 2003, Windows Server
2008, Windows Vista, Windows XP you need to download update from Microsoft
download center.

Microsoft .NET Framework v4.5.2 is required to enable PDF export
functionality.

Microsoft Management Console v3.0 and higher is the component of
Microsoft Windows Server 2003R2/2008/2008R2/2012 and Microsoft Windows
XPSP3/Vista/7/8/10. In case of other operating systems the component can be
downloaded from the Microsoft Knowledge Base.



http://www.microsoft.com/downloads/en/details.aspx?FamilyId=333325fd-ae52-4e35-b531-508d977d32a6&displaylang=en
https://www.microsoft.com/en-us/download/details.aspx?id=8483
http://support.microsoft.com/?kbid=907265

- Activated DCOM service (Distributed Component Object Model). The service
is activated by default on any Microsoft Windows operating system. The Guide
on activating and deactivating this component can be found in this article.

Installation Guide on these components is available on Microsoft website.

3.2. Supported Versions of Microsoft Exchange Server

MAPILab Search for Exchange is completely compatible with the following versions
of Microsoft Exchange Server:

- Microsoft Exchange Server 2003;
- Microsoft Exchange Server 2007;
- Microsoft Exchange Server 2010;
- Microsoft Exchange Server 2013;

- Microsoft Exchange Server 2016;


http://technet.microsoft.com/en-us/library/cc771387%28WS.10%29.aspx

4. Product Installation and Configuration

You should have the following rights and privileges in order to perform Product
installation and deployment:

- local administrator rights on the computer to install the Product on it. The
computer, on which the Product is installed, shall be a member of the target domain.
Having deployed the Product and checked its operability, you are able to use other
domain computer or workgroup computer.

- Full Exchange Admin account.

- user’s account with the cas impersonate rights for all the mailboxes to be
searched in.

4.1. Product Installation

Product installation is typical and easy. To initiate the Product installation, start
ExchangeSearchSetup.msi and follow Wizard’s instructions.

4.2. Product Deployment

In order to deploy the Product the user, on behalf of whom MAPILab Search for
Exchange is launched, shall be an Exchange Organization Administrator for Microsoft
Exchange 2007, Exchange 2010 and Exchange 2013; for Exchange 2003 - shall have
the rights of domain/organization administrator, and shall to be a local administrator
of the computer on which the Product is installed.

To initiate the Product deployment, start MAPILab Search for Exchange. Select
‘MAPILab Search for Exchange’ in console tree. If the Product is launched for the first
time, it will automatically start checking all necessary requirements for successful
running. If you need to perform this operation again, click Refresh on Actions pane or
in context menu.

In section ‘MAPILab Search for Exchange Deployment State’ the result of all
executed checkups will be indicated. If there are failures during the checkup, consult
the following chapters of this Guide.
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4.2.1. Launching Initial Setup Wizard
This Wizard helps to make various basic configuration settings for successful running
of the Product. The details are specified in article 4.5 of this Guide.

In order to launch the Wizard select the appropriate option in Actions pane or context
menu.

During Step 2, the Wizard suggests selecting the folder for saving search results.



Initial Setup Yizard

™ wWelcome Results folder
D Results folder Select folder to store seanch results.
. Domain
Falder bo store search results:
. Filters I\ ProgramD ata\MAPILab Ltd\MAPILab Search for Exchangetresults, Browsze. ..
| Mailbos Credentials Mote: search results may conzume a lot of disk space.
. Completion
Help < Back | [ et ] | Cancel

During Step 3, the Wizard suggests selecting domain controller, from which Exchange
configurations will be read, and credentials for logging in. These settings shall be
specified only for a multi-domain environment or in case MAPILab Exchange Search is
installed in a workgroup environment. For details see article 4.5.



Initial Setup ¥izard

" Welcome Domain
Select the domain controller and domain user credentials to connect the Active Directon,
" Results folder
D Dromain . . .
Uze the following Domain Controller instead of default:
_ Filters

Damain controller:

. Mailbox Credentialz . o
Uze the follawing credentials instead of default:

. Completion
Usernanme:

Pazzword:

Help ¢ Back |[ Mest > l | Cancel

During Step 4, you will be offered to install filters for the mailbox databases and
mailboxes, where the search is executed. Search is carried out only in the storages
which comply with filter. If the filter is empty, the search will be performed within all
storages.



Initial Setup Wizard

M welcome Filters
I Resuits folder Set filkers to exclude certain type of objects from the search,
1 Domai - . ' . .
iy Domain rou may limit zearch to specific branch office uzers by zetting search filkers.
D Filters Mailbox D atabases Filker
B Maibox Credentials This fiker helps pou to exclude certain Exchange Servers or Mailbox D atabazes from
the zearch.
_ Autodiscover Description:

Bl Completion The filker iz empty.

U szer Mailbawes Filker
This filter helps pou to exclude certain User Mailboxes from the search.

Description:
The filter iz empty.

Edit
Help < Back || Meust » | | Cancel

During Step 5, the Wizard suggests filling in the username and password, on
behalf of whom the mailboxes will be searched. The option should be activated only if
user’s account (on behalf of whom the console is started) does not have necessary
privileges for access to users' mailboxes, which are searched. All necessary user
privileges as well as checkup procedure are specified in article 4.2.2 of this Guide.



Initial Setup Wizard
M welcome Mailbox Credentials
B Results felder Specifiy the credentials that will be uzed to read contents of mailboxes during the search,
" Daomain .
- o) Usze current uzer credentials.
P Fiters b
— — @ Usze custom malbox user credentials:
D Mailbox Credentials —
Usemame: | |_|
. Autodiscover Example; DOMAINYU germame
. Completion Password:
Mate: pou shouldn't use Administrator account becauze reading contents of mailboxes is
explicith denied to Administratars.

During Step 6, you will be offered to specify EWS URL to connect CAS-server. The
option should be activated only if the Autodiscover path, obtained by the computer
(on which the Product is installed) differs from the target path.

Note! For Autodiscover to work correctly in case of Exchange mixed
configuration (in a single Exchange Organization both Microsoft Exchange
2003 and Exchange 2007 are installed) user’'s mailbox, on behalf of whom
the mailbox is searched, shall be located in Exchange Server 2007 storage.



Initial Setup Yizard
M Welcome Autodiscover
P Fesuls folder Set the URL used to connect to a Client Access server.
r :
| DEER Chaoose the way...
1 Filters @ Use Autodiscover service to determing WS URL automnatically.
11 Mailbox Credentials Set the custom E'Ww'S URAL:
D Autodiscover -
. Completion Example: https://zerver/ewsexchange. agms
Help < Back | [ Mest » ] | Cancel

During the final step, the Wizard suggests two options: launching Content Access
Wizard (article 4.2.2 of the Guide) and update deployment checkup results (article 4.2
of the Guide).

4.2.2. Launching Content Access Wizard

If any failure in CAS Impersonation Rights option of Deployment State section occurs,
consult this article to configure the necessary privileges.

Content Access Wizard serves for checking and issuing necessary user’s account
permissions to access the mailboxes.

In order to search mailboxes successfully, the user’s account (on behalf of whom the
search is carried out) shall have access to all mailbox databases:

- for Microsoft Exchange Server 2003 and Exchange Server 2007 - Administer
Information Stores.

Note! For Autodiscover to work correctly in case of Exchange mixed
configuration (in a single Exchange Organization both Microsoft Exchange
2003 and Exchange 2007 are installed) user’'s mailbox, on behalf of whom
the mailbox is searched, shall be located in the Exchange Server 2007
storage.



- for Exchange Server 2007 SP1 - MS-Exch-EPI-May-Impersonate, MS-Exch-EPI-
Impersonation for Mailbox-server n MS-Exch-EPI-Impersonation for CAS-server

- for Exchange Server 2010/2013 - the ApplicationImpersonation role.

Note! For this Wizard to operate properly MAPILab Search for Exchange shall
be launched under the name of the user, who is Exchange Organization
Administrator for Microsoft Exchange 2007 (Exchange 2010/2013 - member
of organization Management group), for Exchange 2003 - has the rights of
domain/organization administrator.

To launch the Wizard, select the appropriate option in Actions pane or context menu.

During Step 2, the Wizard suggests specifying domain user’s account you intend to
use to access mailbox databases

Content Access Permissions YYizard

"1 Welcome Mailbox Credentials

D M ailbas Cradentisls Specifiy the credentials that will be uzed to read contents of mailboxes duning the zearch.

_ Initialize . :
i Uze curment uzer credentialz.

[;’q—ﬂ

IR |

Application mperzonation . .
. @ Use custom mailbox user credentials;

. Mailbox Databazes —

Usemame: | [ ]
o Llient Access Servers Example: DOMAIMN zemame
_ Summary Pazaward:
| Actions
] Mote: you shouldn't uze Administrator account becausze reading content of mailboxes is
| Completion explicitly denied to Administrators.




During Step 3, the Wizard provides you with the report on the presence or lack of
privileges to access mailbox databases.

b J Content Access Permissions YWizard
1 Welcome Initialize
I Maibox Credentials YWizard iz checking deployment state of the application.
D Iritialize .
Deployment state detailz:
. Application [mperzonation P
] i Exchange Infrastruciure w
. Mailbox Databaszes
. Client Access Servers oz el Y
Summarny 9 Autodiscover v
. Actions & CAS impersonation rights v
. Completion [\ Mazilbox stores acoess w

-

Help I < Back ][ et > ] l Cancel I

By selecting options with failures, you can get the details and recommendations.
The failures can be removed manually or automatically by following the steps
suggested by the Wizard.

During the next step, the Wizard suggests to select mailbox databases you wish to
add access permissions to. Select only databases you are going to search in.



e J Content Access Permissions YWizard

I welcome Mailbox Databazes
I Mailbos Credentials Give zervice account permizzions to read content of zpecific mailbox databaszes.
£ Initialize Select mailboys databases you wish to add permissions:
I Application Impersonation b ailbow Dratabaze MName Server Mame Server Yersion State
[ Mailbox Databases iy Mailbox Databaze M ailbosCluzter Exchange 2007 SP1 Mot set
| Client Access Servers
| Sumrary
| Actions
| Completion
1 1 P

[ < Back ][ Mest > ] [ Cancel ]

During the next step, the Wizard suggests specifying the CAS-server, for which the
permissions will be granted.



e J Content Access Permissions YWizard

I welcome Client Access Servers

I Mailbos Credentials Set permizzions to allow service account connect Client Access Servers via EMWS.

£ Initialize Select Client Access Servers you wigh to add permizsions:

[ Application lmperzonation

Server Mame SemerYersion  State
I Maibox Databases [C] 5 LMD Exchange 200... Mot set
I Cliert Aiccess Servers 22 WANDA Exchange 200.. Mot set
| Sumrary
| Actions

| Completion

[ < Back ][ Mest > ] [ Cancel

During the next step, confirm the selected actions by clicking Proceed to execute
them.



Content Access Permissions YYizard

™ wWelcome Summary

Feview the actions lizt that \Wizard will execute to add zervice account permizsion to read

" Maibox Credentials contentz af the malboxes.

" Initialize = - -
: Eiet up permissions ta read the following mailbox databases; r
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. Completion

Help | < Back |[ Proceed » ] | Cancel |

During the next step, the Wizard informs you about the action completion result.

Note! The actions executed by the Wizard can be done manually. Please read
the recommendations appropriate for your version of Exchange Server in the
Troubleshooting section.

4.2.3. Launching Content Indexing Wizard

If there are failures in Exchange Search Service option of Deployment State section
consult this article to install the indexing services.

Content Indexing Wizard is designed for checking and launching the Exchange Search
Indexer service of Server. For MAPILab Search for Exchange to operate properly the
Exchange Search Indexer service shall be launched on all Mailbox-servers.

Note! For this Wizard to operate properly MAPILab Search for Exchange shall
be launched under the name of the user, who is Exchange Organization



Administrator for Microsoft Exchange 2007, Exchange 2010 and Exchange
2013, for Exchange 2003 -has the rights of domain/organization
administrator.

In order to launch the Wizard select the appropriate option in Actions pane or context
menu.

During Step 2, the Wizard provides the report on search service status for all Mailbox-
Servers.

7 J Content Indexing Yizard
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By selecting options with failures you can get the details and recommendations.
The faults can be fixed manually or automatically by following the steps suggested by

the Wizard.

Step 3: select Mailbox-Servers you wish to enable search indexing for.




I welcome

I Initialize
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| Actions

| Completion

LT J Content Indexing Yizard

Indexing Service

Start Microzaft Exchange Search Indexer service to enable content indexing on the specific
FEMVEr.

Select Mailbox Servers you wizh to enable search indexing:

Server Name Server Version State
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[ < Back ] [ Mest > ] [ Cancel

Step 4: select mailbox databases you wish to enable search indexing for.




e

I welcome
I Initialize

| Summary
| Actions

| Completion

[ Indexing Service
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Content Indexing Yizard

Database Indexing [2007]
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Next step: confirm the selected actions by clicking Proceed to execute them.




L7 J Content Indexing Yizard

I welcome Summary
Iriial Feview the actions lizt that \Wizard will execute to add zervice account permizsion to read
1 Intialize contentz af the malboxes.

[ Indexing Service

Eitart Indexing Sevice on following machines: -
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D Summary
 Actions
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< Back ][ Proceed » ] [ Cancel

4.3. Updating Previous Version

Before updating previous version, read thoroughly the Guide distribulted with the
updating program.

Generally, you have to launch the received updating program on all the computers,
on which the Product is installed, and wait for the components to be updated. All
previously made configuration settings and queries will be saved.

4.4. Product Removal

All Product components can be removed via Add or Remove Programs applet
(Programs and Features) in Control Panel on the computers, on which they are
installed.

After Product removal some elements will remain:



- MAPILab Search for Exchange log files in the folder

“%ALLUSERSPROFILE%\Application Data\MAPILab Ltd\MAPILab Search for
Exchange\”;

- Search results of MAPILab Search for Exchange in the folder, specified in
program settings. Default value: “"%ALLUSERSPROFILE%\Application
Data\MAPILab Ltd\MAPILab Search for Exchange\”;

Saving of these elements allows you to update the Product by its removal and
installation of the new version into the same folder. Remove the components
manually, if you do not want them to remain.



4.5. Basic Product Settings
In order to access Product settings, click MAPILab Search for Exchange option in
the console tree and select Properties in context menu or Actions pane.

General Tab

The General tab allows you to specify the folder for storing search results. Default
value: 9%ALLUSERSPROFILE%\Application Data\MAPILab Ltd\MAPILab Search for
Exchange\results\.

Auto-fetch messages with the same Conversation ID Option are also available on
this tab. This option allows you to display the interrelated messages in search results.

Connection Tab

On this tab you may specify the parameters and user’s accounts to connect
Exchange-Server in case you need to use credentials of the user, different from that
user on behalf of whom the console is launched.

Active Directory.

- Use the following Domain Controller instead of default - this option allows
you to specify the domain controller, which provides the Product with the
data on Exchange servers configuration. It is reasonable to activate the
option in case of multi-domain environment or the computer, on which the
Product is installed, is included into another domain or workgroup.

- Use the following credentials instead of defaults. The option should be
activated in case user’s account (on behalf of whom console is launched)
does not possess necessary privileges in the target domain.

Mailbox Search.

- Use the following mailbox credentials instead of defaults. The option should
be activated if user’s account (on behalf of whom console is launched) does
not possess necessary privileges to access users' mailboxes to be searched.

- Use a specific EWS URL instead of Autodiscover. The option should be
activated only if Autodiscover path, received by the computer with the
installed product, differs from the target path.

Note! For Autodiscover to work correctly in case of Exchange mixed
configuration (in a single Exchange Organization both Microsoft Exchange
2003 and Exchange 2007 are installed) user’s mailbox, on behalf of whom
the mailbox is searched, shall be located in Exchange Server 2007 storage.

Threading Tab



On this tab you can specify the parameters of search query execution intensity.
These settings affect the searching speed.

Execute parallel searches:

- Per server - this option determines the quantity of simultaneously executed
queries on one mailbox-server.

- Per storage - this option determines the quantity of simultaneously executed
queries for one mailbox database.

- Per mailbox - this option limits the quantity of simultaneously executed
queries for one mailbox.

Note! Excessive increase in the quantity of parallel queries may decrease the
level of mailbox-server performance. The optimal value of each parameter for
your servers may be defined only experimentally.

Filters Tab

On this tab you may limit the query field.

- Mailbox Database Filter. This option allows you to select the databases, in which
the search will be performed. The search is carried out only in the database that
comply with the filters. If the filter is empty, the search will be performed within all
databases.

- User Mailbox Filter. This option allows you to select the mailboxes, within which
the search will be performed. The search is carried out only in the databases which
comply with the filters. If the filter is empty, the search will be performed within all
mailboxes.




5. Search Queries

5.1. Creating Queries
To create a query, select Queries in console tree and click New Query option in the
context menu or Actions pane.

Query Wizard will be activated.
Step 2: specify keywords for the query. The following query logics is supported:

AND - logical AND. All the messages containing both words separated by AND
operator will be singled out.

OR - logical OR. All the messages containing at least one of the words separated
by OR operator will be singled out.

NOT - logical NOT. All the messages which do not contain any word specified with
the NOT operator will be singled out.

Note! The logical operators must be written in uppercase letters.

During this step, you may also specify the types of the items to be searched for
(messages, tasks, meetings etc.)



1 Query Wizard

I welcome Keywords
K 4 Type words to search for. Separate words with uppercase AND, OR. or NOT. Uze double
[ Kepwords quotation marks to search for multivord phrases.
. Folders |
. Date Range
_ Toand From

_ Mailbores to Search

Completion

Select Meszage Types

1 Search all mezzage types including anes that may nat be lizted below.

@ Select the message types to search:
E-mail Tasks Meetings [ [T Rss
[[] Documents ] Mates ] Joumal [ Cantacts

< Back ][ Mext » ] [ Cancel

Next step: select the mailbox Default Folders to be searched and the folders
excluded from the search.



1 Query Yizard

I welcome Folders
I Kepwords

D Folders

| Date Range

| To and From

| Mailboxes to Search

| Completion

()

Select mailboy folders to search.

() Search all folders

(") Search zpecified folders anly

E xclude folders

@ Exclude specified folders from searching

Junk, E-mail

[ < Back ][ Mest >

[ Cancel

Step 4: specify message date range for the search.




I welcome
I Kepwords
[ Folders
D D ate R ange
. Toand From
. Mailbozes ta Search

| Completion

1 Query Yizard

Date Range
Y'ou can zpecify the date range for the zearch as follows

(70 D't liit the search by date range
@ Limit the search by the following date range:
Start Date:  Tuesday . March 09,2010 [+

EndDate  Wednesday, March 09,2011 [+

[ < Back ][ Mest >

]

[ Cancel ]

Next Step: you may narrow the search to messages sent to and from specified e-

mail addresses




1 Query Yizard

I welcome To and From

K q Marrow the zearch to meszages sent to and fram zpecific e-mail addreszes. Uze e-mail
1 Kepwords addrezzes or digplay namesz, and separate each with a comma.
[ Folders From:

[ Date Range | Add Users. .

Toand F
[ Toand From Ta [including Ce and Bec):

_ Mailboxes to Search Add Users...

| Completion

[ < Back ][ Mest > ] [ Cancel ]

Next step: select the mailboxes to search. Note that the filter specified in Product
settings (see article 4.2.1 and 4.5) applies to the abovementioned mailboxes.



1 Query Yizard

I welcome Mailboxes to Search

P Keywords Select mailboxes to zearch.
Folders §

n @ Search all mailboxes

[ Date Range

() Search zpecific mailboxes:

[ To and Fram

] | Mailbos E-mail
D b ailbores to Search

| Completion

[ < Back ][ Mest > ] [ Cancel

Final step: specify the query name to be saved.

5.2. Searching

To execute the search, select the saved query in the console and click Execute
Query in the context menu or Actions pane. You will move to the Results console
section for these query results.

General Tab.

On this query results tab, search result is displayed in the real time mode. Search
completion status and execution time are also displayed.



/) MAPILab Search far Exchange
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Query Hame: dth
& Status: Complsted [100%)
9
Found ltems: 0

Started at: 3/18/207
Elapsed: 00:01:23

Mailboxes Processed: 18 of 18

Query Text: test  [show query details

Errors: [

=N =)
{General | Trace [ Moniaring Actions
Subject testlIINNNNI e R -
From:  Administrator <Administrator(@i 3 Re-run
Mailbax From Subject Receivi Sent: 94742010 5:20:27 P ¢ Delet
= Ta Administratar <Administratori &K Delete
(5] Thread: testili O Ee: =l Export &1
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On this tab, you can mark the important results by highlighting them with color;
remove, export, and receive the interrelated messages by addressing corresponding
functions in the context menu or Actions pane. Automatic selection of the interrelated

messages is available (for more details see article 4.5).

Trace Tab

On this tab the detailed log of query execution is held.

Monitoring Tag

On this tab the course of query execution is displayed.

Queued tasks - tasks put into the execution queue.
You may remove waiting tasks and move the most important ones to the top of

the list.

Running tasks - tasks executed currently by the mailbox-server.

In this section you may cancel current tasks.
Completed Tasks —already executed tasks.
In this section executed tasks, elapsed time and completion status are
displayed. In this section search errors can be easily traced and revised in

Monitoring section.




A separate task is generated for each mailbox. The number of waiting and current
tasks is different, depending on the Execute parallel searches settings. On this tab you
can always stop or cancel any task by calling the option from the context menu or
Actions pane.

Conclusion

For more details about Product features and latest updates visit MAPILab website
http://www.mapilab.com.
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